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Abstract—Sharing relational databases is essential in today’s
data-driven world for fostering collaboration, enhancing effi-
ciency, and enabling real-time data access. However, privacy
and copyright issues arise when sharing privacy-sensitive or
valuable data. Additionally, high utility is required in shared
data to enable accurate data mining and analysis. Entry-
level differentially private fingerprinting schemes (DPFS) could
address these concerns. In a DPFS, data can be securely
shared without leaking original values while still supporting
accurate analysis. Moreover, detectable fingerprints can deter
unauthorized redistribution. However, existing DPFSs often
lack utility—due to format changes and entry-wise bias—or
robustness, as fingerprints can be removed undetected. In this
paper, we propose an unbiased and robust differential privacy-
based fingerprinting scheme (DPFS), which ensures that the
fingerprinted copy remains an unbiased estimate of the original
data. By incorporating differential privacy noise, our scheme
effectively mitigates alteration, collusion, and hybrid attacks.
Our DPFS satisfies e-entry-level differential privacy, enabling
clients to conduct unbiased analysis. To improve robustness,
we design group-based fingerprint detection, which estimates
the mean of injected noise per group with error tolerance. We
provide a theoretical robustness analysis and propose a method
for achieving optimal robustness. Experiments on four real-world
databases show that our scheme consistently detects fingerprints
and improves accuracy by up to 20% on machine learning tasks
compared to existing DPF'Ss.

Index Terms—Relational database, fingerprinting, differential
privacy, robustness.

I. INTRODUCTION

N THE era of big data, sectors such as finance, where
companies regularly exchange large datasets for analysis
and insights, face the dual challenge of protecting intellectual
property and individual privacy. For example, in Fin-tech,
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shared relational databases often contain transactional details
crucial for market analysis yet sensitive in nature. These
scenarios underscore the urgent need for innovative approaches
protecting data privacy and copyright, safeguarding both the
proprietary interests of database owners and the privacy of the
individuals represented within these datasets.

The majority of existing studies on database security (e.g.,
[11, [2], [3]) address data privacy and copyright protection
through a two-stage approach, typically involving data saniti-
zation followed by fingerprint embedding. But these methods
frequently alter a substantial number of database entries,
significantly compromising the data utility [4]. There have
been a few studies (e.g., [4], [5], [6]) leveraging differen-
tially private fingerprinting schemes (DPFS) to simultaneously
address both issues by adding the fingerprint embedding
based on the differential privacy noise directly to the data.
However, existing DPFS schemes lack robustness [6], as the
embedded fingerprint can be easily removed or compromised
by altering entries within the fingerprinted database. Also,
they suffer from poor utility when applied to real-valued
databases [4], [5]. When fingerprinting real-valued databases,
they first convert the data into intervals. This transformation
discards valuable information, making it unsuitable for tasks
requiring unbiased estimation—such as accurately estimating
the database’s mean [7].

The key security property in fingerprinting schemes [8]
is called Robustness. There are two types of attacks against
robustness [8]: Alteration attacks and Collusion attacks. In the
alteration attacks, adversaries alter the entry of the fingerprint
copy to remove the fingerprint of the database. For collusion
attacks, multiple adversaries collectively eliminate fingerprints
by merging multiple copies to generate a new database. A
unique type of alteration attack targeting real-valued finger-
printed databases is the noise attack, which involves injecting
unbiased noise into fingerprint entries [9], [10]. Due to the
unbiased nature of the injected noise, the utility of the
fingerprinted database is partially preserved, ensuring that
its usability remains intact to a certain extent. Additionally,
through our analysis, we found that an adversary may combine
noise attacks and collusion attacks to remove fingerprints,
which we refer to as a hybrid attack. Unfortunately, hybrid
attacks are not considered in existing DPFSs [S5], [6] (see
Section II-B).

Our Design Goals and Approach: In this paper, we aim
to design a DPFS for databases that effectively prevents
alteration, collusion and hybrid attacks while preserving data
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utility. One challenge here is to achieve high reliability which
is measured by low misdiagnosis false hits (DFH) and low
misprosecute false hits (PFH) [8]. Another challenge is to
maintain the fingerprint integrity [8] under the disturbance
caused by alternation and hybrid attacks.

Inspired by the e-entry-level fingerprinting [4], which
retains the primary key attribute in the sanitized database to
enhance utility for relational data, we propose an e-entry-level
fingerprinting scheme for relational databases by injecting
unbiased Laplace noise into database entries. We choose
Laplace noise for its symmetry around zero, which helps
achieve low PFH and DFH while providing stronger privacy
guarantees than Gaussian noise [11]. However, other unbiased
symmetric differentially private noise can also serve as an
alternative [12], [13].

To achieve robustness in the DPFS, our main strategy is to
divide the noises into three ranges and randomly divide the
entries into many groups. For each entry in each group, we
randomly select one of the ranges and add unbiased Laplace
noise from that range to the entry. Each entry’s noise range
and group identifier are used as the fingerprint to detect copy
right issues. The noise mean of each group is used to detect
any copyright issue, where a tolerance 6 is introduced for
robustness guarantee.

For the utility evaluation of the DPFS, we check if it sup-
ports unbiased mean analysis which it is the most commonly
used function in data analysis and forms the basis for many
other statistical methods [7], [14]. Ideally, the mean of the
shared values is an unbiased estimation of the original values.
Since we only inject unbiased noise into the original database,
our scheme inherently supports highly accurate mean analysis
in an unbiased manner. Additionally, our DPFS also supports
most of the other basic operations over relational databases,
such as group by and join. Because of the properties supported
by our DPFS, our DPFS can be applied in various real-
world application to protect data privacy and copyrights. For
example, our entry-level DPFS can be adopted in the vertical
federated learning (VFL) [15] (where each party holds disjoint
attributes of the same relational database) to allow participants
sharing relational databases and performing model training
without disclosing their own private information.

We summarize our contributions as follows:

1) We propose an entry-level differentially private (DP)
fingerprinting scheme employing Laplace noise. The
proposed scheme is robust against alteration attacks,
collusion attacks, and hybrid attacks while preserving
utility. Additionally, the proposed fingerprinting ensures
reliability, achieving a PFH of 2% and a DFH of 2%,
where m is an adjustable integer parameter.

2) Following the definition of e-entry-level differential
privacy, We formally prove that our scheme achieves
e-entry-level differential privacy. We also formally ana-
lyze the false hit rate and robustness of our scheme
against attacks. Based on the robustness analysis, we
identify a method to determine the optimal parameter
settings for maximizing robustness.

3) We conducted comprehensive experiments in the vertical
federated learning scenario to evaluate both utility and
robustness of our DPFS. The results show that our

approach can improve the utility up to 20%. In terms
of the robustness, our scheme can achieve much better
success rate in detecting the fingerprint in the scenario
of collusion and hybrid attacks comparing to existing
works.

II. RELATED WORK AND BACKGROUND

This section discusses the related works on privacy- pre-
serving database fingerprinting (PPFS).

A. Privacy-Preserving Database Fingerprinting

Most existing PPFSs integrate database sanitization and
copyright protection through a two-stage process. Bertino et al.
[1] utilize the binning method to sanitize a database and then
apply a watermark to the sanitized database. Kieseberg et al.
[16] and Schrittwieser et al. [2] both employ k-anonymity for
data sanitization before embedding fingerprints to secure own-
ership. Gambs et al. [3] utilize (@, B)-privacy [17] to construct
and fingerprint a database, specifically inserting the fingerprint
into fake tuples. These methods address copyright protection
and data sanitization separately, and the privacy models used
by these schemes eliminate part or all of the primary key
attributes of the relational database, which impedes certain
queries on the shared database.

So far, only Ji et al. [4], Hu et al. [6], and Zhang et al.
[S] protect data privacy and copyright in one stage. Like ours
at a high level, both use DP techniques, generate fingerprints
based on the injected noises, and adopt group-based detection.
However, the specific design for the three aspects is different,
which makes a significant difference in robustness and utility.
Ji et al. [4] pioneered the introduction of entry-level differ-
ential privacy for sharing relational data. They proposed an
entry-level differential privacy fingerprinting scheme (DPFP)
based on the scheme by Li et al. [8]. The least significant
bits of the entries are used as the fingerprint. However, the
scheme in [4] lacks noise robustness and cannot release
continuous attributes. When fingerprinting continuous values,
it transforms them into intervals encoded by n bits, then
randomly perturbs the last K bits of the interval, preventing
the fingerprint value from being an unbiased estimation of its
original. This limitation hinders some statistical analyses, such
as unbiased mean analysis.

Zhang et al. further extended DPFP [4] by incorporating
collusion-resistant coding to enhance collusion robustness.
However, it inherits the utility limitations of DPFP, making
it unable to achieve high utility on real-valued databases.

Hu et al. [6] use unbiased Gaussian noise for DP finger-
printing on aggregated data without primary key attributes
and use the variance of Gaussian noise to form fingerprints. It
selects four Gaussian distributions (G, G,, G3, G4) and divides
the dataset D into four subsets (Di, D,, D3, D4). Fingerprint
insertion involves adding noise from G; to each entry of
D;. Fingerprint detection extracts the noise from each subset
and tests whether the variance of these noises matches the
corresponding preset Gaussian distribution. Since noise and
collusion attacks alter the variance of the Gaussian noise, this
scheme lacks noise and collusion robustness.
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B. Attacks

1) Alteration Attack: The most common threats to finger-
printing and watermarking are alteration attacks [18], [19].
Bit-flipping and noise attacks are the most prevalent types of
alteration attacks [9], [10], [18], [19], [20]. In a bit-flipping
attack, the attacker is assumed to flip the least significant bits
[18], [19]. Noise attacks inject unbiased noise into database
entries [9], [10].

For fingerprinting schemes, the attacker’s capabilities are
assumed to be limited, because the attacker needs to preserve
the utility of the fingerprinted database; otherwise the attack
is meaningless. Thus, the bit-flipping attack assumes that the
attacker only flips the least significant bit of the fingerprinted
database, and the noise attack assumes that the attacker only
injects unbiased noise into the fingerprinted database [9], [10],
[19], [20], [21]. Furthermore, current entry-level fingerprinting
schemes do not consider column-removal attacks [4], [5], [6],
because deleting columns can sometimes prevent downstream
machine-learning tasks. For example, in machine-learning
tasks, suppose the recipient wants to learn the relationship
between the features and the label; if the fingerprinted copy
has two columns that are both features, eliminating a column
would cause the learning task to fail. In this paper, we follow
the assumption in previous work that the adversary does not
eliminate columns, and we include a deletion attack [4] in our
threat model, where the adversary randomly deletes rows in
the database.

2) Collusion Attack: A collusion attack occurs when mul-
tiple recipients compare their received fingerprinted copies
and use them to generate a new copy without a finger-
print [8], [22]. Collusion attacks can be conducted in many
ways. For instance, a majority-collusion attack [23], [24]
utilises majority voting to form a colluded database, and
simple-collusion attack [25] compares the copies to identify
common patterns or differences that indicate fingerprints. We
do not consider majority and simple collusion attacks, as
they are ineffective against our scheme (see Section III-B).
Instead, we focus on mean-collusion and probability-collusion
attacks, as they preserve the unbiasedness of the finger-
printed database and do not compromise data utility (see
Definitions 7 and 8).

3) Hybrid Attack: A practical adversary may combine
alteration attacks and collusion attacks to eliminate finger-
prints. However, existing works rarely consider this type of
attack, as the collusion robustness in these methods relies
on the merchant assumption [5], [8], [25], which prevents
adversaries from modifying identical content among colluded
copies. To the best of our knowledge, no entry-level differ-
entially private fingerprinting scheme has considered such an
attack.

In this paper, we incorporate the Hybrid attack into
our threat model, making it more practical than previous
works [4], [5], [6]. Specifically, we define the Hybrid attack
as a combination of noise attacks and collusion attacks.
We consider two variants: 1) Pre-Collusion Attack — The
attacker first applies a noise attack and then proceeds with
a collusion attack. 2) Post-Collusion Attack — The attacker
first applies a collusion attack and then proceeds with a noise
attack.

TABLE I
NOTATIONS
Symbol Description
R original database
R’ a neighboring database of R
K the fingerprint
R fingerprinted database
G(z,y) (x,y)-th group
Mean(-) Mean value
R; i-th row of R
R;[c] c-th attribute of R;
€ privacy budget
A database sensitivity
n number of noise in G(z, y)
le number of colluders
m number of y in G(z,y)
R;.Pmykey | the primary key attribute of R;

C. Collusion Codes

The notion of a collusion code was introduced by
Boneh et al. [26]. They consider distributing » fingerprinted
copies to recipients where any subset of c¢ recipients may
collude. The goal is to design a fingerprinting scheme that
identifies the colluding c-subset from the observed pirated
copy; a code with this property is called totally c-secure. They
show, however, that no code is totally c-secure when ¢>2 and
n > 3. This led to the relaxed notion of a c-secure e-error
code, which succeeds with probability at least 1 — €. In the
same work they prove a theoretical lower bound on the code
length, %(c -3) log(i), and propose the Boneh—Shaw code
that achieves sub-optimal length O(c* log? log%). Subsequent
work by Tardos [27] follows this principle and gives a code
attaining the length of O(c2 logg).

Despite their usefulness, code-based schemes have funda-
mental limitations. First, they rely on the marking/merchant
assumption [8], which assumes colluders cannot modify posi-
tions where their copies agree; this ignores practical hybrid
attacks that may alter the same entry across colluders. Second,
when the tolerated number of colluders ¢ grows or the target
error € becomes small, the required code length becomes very
large, incurring significant storage overhead. Since our method
does not rely on collusion-resistant codes, it does not inherit
these limitations.

III. PRIVACY MODEL AND THREAT MODEL

In this section, we present the models considered in this
paper. We provide the notations to be used in this paper in
Table 1.

A. Privacy Model

The e-entry-level DP, a variation of e-DP, is proposed
to better suit database management system design. The key
difference between DP and entry-level DP is that DP removes
the primary key attribute in the sanitized database, while entry-
level DP preserves it, achieving a better balance of utility
and privacy for relational data. The following are the relevant
definitions of entry-level DP.

Definition 1: (Neighboring relational databases) [28]: Two
relational databases R and R’ are called neighboring databases
if they only differ by one entry, an attribute value of one
individual’s record.
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Definition 2 (Sensitivity of a Relational Database [28]):
Given a pair of neighboring relational databases R and R’
that differ by one entry (e.g., the c-th attribute of the i-th row,
Ri[c] and R;[c]’) the sensitivity is defined as A = suprr’/|R —
R'|F = supr,er;crRilc] — Ri[c]’|, where the sup means the
supremum.

Definition 3  (e- entry-level differential privacy) [28]:
A random mechanism M with domain D satisify e-entry-
level differential privacy if for any two neighboring relational
databases R,R’ € D and for all § € Range(M), it holds that
PriIM®R) = S] < e PrIM(R’) = §], where € > 0.

Theorem 1 (Composition Theorem) Given two mechanism
M (-) satisfy e -entry-level-DP and M,(-) satisfy e-entry-
level-DP, their combination satisfy € + e-entry-level-DP
(proof sees Appendix F).

Generally speaking, the Definition 3 indicates that one can
not distinguish~between R;[c] and R;[c]" by inferring the
random result R;[c] € S.

Definition 4 (The Laplace distribution) [14]: The Laplace
distribution (centered at 0) with scale b is the distribution with
probability density function (p.d.f):

1
Lap(x|b) = %e_%,x € (=00, +00)

The variance of this distribution is 252, and the p.d.f of the
distribution is an even function.

Definition 5 (The Laplace mechanism) [14]: Given any
function f: N¥ — R*, the Laplace mechanism is defined as:

M(f(x),€) = f(x) + (Y1,.... Ye)

where Y; are i.i.d random variables drawn from Lap (£) where
A is the sensitivity of f(-). The Laplace mechanism preserves
e-differential privacy [14].

Definition 6 (Unbiased distribution): A probability distribu-
tion F, if its expectation E[F] equals 0, we call F an unbiased
distribution. We call the sample result of F an unbiased noise.

The Definition 5 is the so-called Laplace mechanism, it
can be directly transformed into an e-entry-level mechanism,
i.e., an e-entry-level algorithm, by remaining the primary key
attribute of the sanitized database. In this paper, we consider
that the data owner can customize their privacy guarantee by
setting the sensitivity A and privacy budget €, and such setting
can also be found in [6].

B. Threat Model

As done in previous works [4], [6], [18], we assume the
adversary or recipient can only access the published fin-
gerprinted database; other information used when generating
or detecting the fingerprint is private. The recipient may
maliciously distribute the received fingerprinted copy or alter
the copy with either alteration or collusion attacks to bypass
fingerprint detection. Specifically, we only consider alteration,
collusion and hybrid attacks that do not affect mean analysis.
In particular, the collusion attacks considered in this paper are
the mean-collusion attack and the probability-collusion attack.
The considered hybrid attack was defined in Section II-B.

In DP, when an attacker sees multiple released results,
privacy degrades. Thus, hybrid and collusion attacks reduce the
guarantees of entry-level DP in accordance with composition:

observing multiple fingerprinted databases causes the privacy
loss (budget) to add up (Theorem 1). Moreover, by DP’s post-
processing property, any further manipulation of the released
DP outputs—including collusion or hybrid strategies—cannot
increase the privacy loss beyond what composition already
accounts for.

The mean-collusion attack [22] utilizes the mean of multiple
unbiased estimators to form a collusion database. From the
attacker’s perspective, such an attack results in a more accurate
and thus less private database. This is due to the weak law of
large numbers, which states that the mean of multiple unbiased
independent estimators converges to the expectation of the
unbiased estimator, which is the original sensitive value. In
a probability-collusion attack, the colluders construct a new
database by randomly selecting a candidate from their copies
for each entry [24]. This approach results in an unbiased
colluded database, and all attackers share the same risk of
being accused.

We do not consider the majority-vote collusion attack [24],
where colluders select the most frequent value for each entry
across their copies to construct a new database. This attack is
ineffective against our scheme because we apply continuous
Laplace noise to each entry, ensuring that every fingerprinted
entry is unique. As a result, all values appear with equal
frequency, making it impossible for the attackers to determine
the most frequent ones.

Similarly, we do not consider the simple-collusion attack
[6], which creates a new database by identifying identical
entries across multiple fingerprinted copies. This attack is not
applicable to our method because the continuous noise intro-
duced during the fingerprinting process ensures that no two
entries are identical across different fingerprinted databases,
thus making the attack ineffective.

Suppose _n, database recipients use their fingerprint
databases {Rl,.A./ .,R™} to perform a collusion attack. Let
Collusion; = {R/;|j € [1,n.]}, and for each attribute c, let
Collusion;[c] = {Rj,-[c]IR{ € Collusion;}. Formally, the two
collusion attacks are defined as below:

Definition 7 (Mean-collusion attack): A mean collusion
attack is that for each primary key in the shared databases,
calculate ﬁ[[c] = Mean(Collusion;[c]) = Z’:ln—lpm

Definition 8 (Probability-collusion attack): A probability
collusion attack is that for each primary key in the shared
databases, calculate R;[c] = Random(Collusion;[c]), where

Random(-) means uniformly chose a value from the input set.

IV. PROPOSED SCHEME

In this section, we present the details of the proposed e-
entry-level DP fingerprinting scheme, DP-Lap.

A. Overview

We present the system overview in Fig. 5. The colored flags
represent the fingerprints assigned to the database recipients.
We consider a database owner with a relational database
denoted as R. Let R be an instance of the fingerprinted
database. Our fingerprinting system aims to achieve two goals:
(1) privacy and utility guarantees. For each entry R;[c], the
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Detect the fingerprint of
the traitor from the leaked
database.

Recipient;

Recipient;,

The traitor redistributed
the fingerprinted copy.
The copy may be subject
to potential attacks.

Recipient,,

E original E fingerprinted E leaked P P - —
database [5]5] ( database -

Fig. 1. In the entry-level differential privacy (DP) fingerprinting system, all
shared copies meet the requirements for fingerprint robustness, entry-level
differential privacy, and data utility.

database recipig:nt cannot distinguish betweAe/n R;[c] and R;[c]’
by inferring R;[c] in its received copy R, while the copy
still provides valuable information. (2) Robustness guarantee,
where the fingerprint is still detected even in the presence of
noise attacks or collusion attacks.

1) Privacy and Utility Guarantees: are achieved by inject-
ing i.i.d. unbiased Laplace noise into each entry in the
non-primary key part of R, resulting in an entry-level differen-
tially private database R. The unbiased Laplace noise preserves
the statistical utility of the resulting database, thereby satisfy-
ing the privacy and utility guarantees.

Algorithm 1 Fingerprint Generation
Input: The original database R, sensitivity A, privacy budget
€, 0, ind group number m.
Output: R and K.
1 Generate 3 Laplace distributions (Noy, No., No;) based on
(A,€,6)
Generate the chosen distribution CQ based on (A, €, 6)
Copy the primary keys from R to R and K
for each R;[c] excluding the primary key do
x 41,0, %)
ya .. m
ICi [C] = (-x’ y )
noise I
R;[c] = R;[c] + noise
end for

return The fingerprinted database R and the fingerprint
K.

O 0 NN W R W

—_ =
—_ O

2) Robustness Against Attacks: primarily lies in the fin-
gerprint detection method. Our main strategy is to provide
tolerance for the detection, and we achieve that with two tech-
niques. First, we divide the entries into groups and detect the
mean of a group of entries’ noises rather than each single entry.
Second, for each group’s noise mean, we add a configurable
tolerance 8 € (0,4c0). Roughly, the noise is selected from
(=00, 400). In our approach, when injecting noise, we divide
the range (—oo, +00) into 3 sub-ranges: (—o0, -], (-6, 6), and
[0, 4c0), and the noise added into each entry is selected

from one of the ranges. For fingerprint detection, we only
consider the entries whose noises are in (—oo, —6] or [0, +00).
Specifically, for each group, the noise means of the entries
whose recorded ranges are in (—oco, —6] and [0, +o0) should be
greater and less than 0, respectively. Indeed, they should be
greater/less than 6/ — 6. To be robust against attacks, we set it
to 0. By doing so, our approach can tolerate noise alteration
(see analysis in Section V). For detection, each entry’s noise
range and group are stored secretly in a relational table K on
the data owner side.

B. Fingerprint Generation

We first give the basic algorithm for generating the fin-
gerprint with heavy storage overhead. Later we provide the
optimised version that reduces the storage space to O(1)
based on the pseudorandom number generator. The detail of
generating fingerprint is shown in Algorithm 1.

1) Parameters: The process takes 4 parameters: sensitivity
A, privacy budget €, 6, and group number m, as the input in
addition to the original database and outputs a fingerprinted
database R and the fingerprint IC. The sensitivity A and the
privacy budget e determine the security guarantee of DP.

0 is a positive real number, and it affects the robustness
of our scheme. In section V, we formally analyze how 6
affects the robustness against noise and collusion attacks. In
particular, robustness reaches its peak when 8 = 2 - % (refer to
Section V).

The group number m must be smaller than the total number
of entries in the database, and it determines the false-hit rate
and inversely affects the robustness of our scheme. More
groups will achieve a low false-bit rate but reduces the robust-
ness of the system (formal analysis is given in Section V).

2) Noise Generation: Our algorithm first derives 3 proba-
bility distributions, denotes as Nog, No; and No., based on
the input parameters from a well-designed Laplace distribution
Lap (%) The noise in them are selected from Iy = (—o0, —6],
I} = [0, ), and I, = (-6, 0) respectively, with the probability
density functions (p.d.f.) shown in eq (1).

L A
—ap (X| E) , X€I
[ Lap (II%) dt
Noi(x) = { T (1
i€{0,1,x}
0, otherwise

3) Noise Selection: To achieve DP privacy, the noise range
used for each entry is selected based on the distribution defined
by eq (6). In the equation, A is the integral of Lap (x|2) over
the interval [0, o), since Lap (xl%) is an even probability dense
function (p.d.f), the integral of Lap (x|%) over the interval
(—c0,0] is also A and the integral of Lap (x|%) over the interval
(—6,40) is 1 —2A.

Pr(Ch=0) = /Lap (xl%) dx=A

Io
Pr(Ch = 1) = /Lap (xlé) dx=A (2)
I

A
Pr(Ch = %) = /Lap (x|—) dx=1-2A
€

L
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Fig. 2. Fingerprint recovery results
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The noise range x and a random number in [1, m] determine
each entry’s group tag (x,y) and is stored in the database K.
Note that the size of K can be reduced to 2m from N by
storing a list of the entry locations, (i, ¢), to each group (x,y), =———=—=<e

where x € {0, 1}.

represents the number of colluding attackers, while in

Theorem 2:: Noise generated by Algorithm 1 follows
Lap (2)-

Proof: Let NO be the noise distribution of the noise gener-
ated by Algorithm 1, we can calculate the p.d.f. of NO, shown
in eq (5).

A
Noy(x) - Pr(Ch = 0) = Lap ( x|= | ,x € (- o0, 0]
€

A
NO(x) = ¢ No.(x) - Pr(Ch =)= Lap | x|— ) ,x € (-6, 0)
€

A
Noi(x) - Pr(Ch = 1) = Lap xlz ,x € [0, 4e)

3)

The noise distribution NO is the well-designed Laplace
distribution Lap (2). The proof is completed.

Theorem 3:: Algorithm 1 is e-entry-level differentially
private.

Proof: Since we consider neighboring databases that have
only a pair of different data entries that differ by at most A.
Then, by applying Definition 3, we can have eq (10).

PrMR) = R) o) PrRilc] = Rile])
PrOM®R) =R) — Pr(Rilcl’ = Ri[c])

_elR;lc]-R;[c]|
2 e A 3)

eR;[cl-R;[c'] (4)
A

< e 4)

_eRi[el -Rilell —
A
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Fig. 4. Machine learning utility results
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. 1 . . .

In the equation, D can be obtained by assuming (without
loss of generality) that R and R’ differ at cth attribute of
ith row, and thus the probability ratio at other entries cancel

3)
out. = can be obtained by Theorenl 1, < can be gbtained
by the triangle inequality: —(|R;[c] — R;[c]| = |R;[c]’ = Ri[c]]) <

on various privacy budgets with fixed sensitivity 1, the y-axis in (m)-(t) denotes the mean square error, y-axis in

R;[c]-R;[cT], (%) is because R;[c] and R;[c]’ differ by at most
A, the proof is complete.

4) Privacy Loss: The entry-level differential privacy fol-
lows composition theorem 1, i.e., the privacy budget will add
up in different published databases. Therefore, privacy loss
will increase as the number of fingerprint databases increases.
The owner has to limit the number of published databases
based on the privacy budget.

5) Storage Overhead Optimisation: For each database
share, the owner has to store a database K to detect the
fingerprint. Thus, the storage overhead is O(n - N), where
N is the size of the published database, n is the number of
published databases. Since the number of published databases
is limited due to privacy concerns, O(n - N) is usually afford-
able. However, the storage space will be heavy for large size
databases. Considering K only stores the group tags (x,y),
to reduce the storage overhead, we can use a pseudorandom
generator PRG to generate x and y with a seed, rather than
select them randomly. As a result, for each database share,
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Algorithm 2 Optimised Fingerprint Generation
Input: The original database R, sensitivity A, the pri-
vacy budget €, robustness parameter 6 such that
f:w Lap (xI%) dx = %, where p, g are relatively primary
numbers, group number m, and the security parameter A
Output: R and seed S.
1 Generate three noise distributions (Noy, No., No,) based
on (A, €,6)
2 Construct three sets Ky = {1,2,...,p}, K. ={p+ 1,9+
2,...,2qg—-p), Ki={2¢qg-p+1,...,2q}
S « {0, 1}
for each R;[c] excluding primary keys do
t « PRG(S||R;.Pmykeyl|c||1) mod 2q
x=1, wheret+ 1€k,
y < (PRG(S|IR;.Pmykey||c|[2) mod m) + 1
noise < I,
ﬁ,-[c] = R;[c] + noise
10 end for
11 return R and S.

O 0 N AN B W

the data owner just needs to store a seed and re-generate (x,y)
when detecting fingerprint.

The specific algorithm to optimize the storage overhead
is shown in Algorithm 2. In the original algorithm, y is
randomly selected from [1,m], and it can be replaced with
y = (PRG(S|R;.Pmykey||c||2) mod m) + 1 without affecting
the security since the pseudorandom generator is usually
considered indistinguishable from a real random generator.
The challenge here is to generate x of each entry following
the distribution defined in eq (6) so that the noise added to
each entry can satisfy e-entry level differential privacy. Our
main idea is to use the pseudorandom generator (PRG) to
simulate the distribution Ch as defined in eq (6). Specifically,
we construct 3 sets: Ky = {1,2,...,p}, K. = {p+ 1,q +
2,...,2g—-p}, K1 = {29g-p+1,...,2q}, where p and 2q
are coprime and £ = [ Lap (x2)dx.! By computing
t « PRG(S||R;.Pmykey||c||1) mod 2q, we can get a random
value t+ € [0,2g —1]. Since both Ky and K; contains p
elements, it is clear that Pr(t+ 1 € K;) = %} =A=Pr(Ch=1
for [ € {0, 1}.

Theorem 4:: Algorithm 2 satisfy e-entry level differential
privacy.

Proof: We follow the proof of Theorem 3 and need only
to demonstrate that the noise injected into each entry is inde-
pendently and identically distributed (i.i.d.) unbiased Laplace
noise. Consequently, based on the proof of Theorem 3, we
can establish that Algorithm 2 is e-entry level differentially
private.

It is evident that the noise produced by Algorithm 2 spans
over (—oo, +00). Next, we prove that the noise that follows the
distribution Lap (2).

We follow the proof of Theorem 3. Recall for each
entry R;[c], the seed of the pseudorandom generator PRG is
S|IR;.PmyKey||c||1, since the seed to generate noise is unique

'We set pand2q to coprime to ensure that the sizes of these sets are as
tight as possible.

for each entry, thus, the random number generated by PRG can
be deemed as independent. Let NO be the noise distribution
of the noise generated by Algorithm 2. We can calculate the
p.d.f. of NO, shown in eq (5).

A
Noo(x) - Pr(t+ 1 € Ky) = Lap (xl—) R
€
X € (—00,0]
A
No.(x)-Pr(t+ 1€ K,) = Lap (x|—) s
€
x € (-6,0)
A
Noi(x)-Pr(t+ 1€ K;) = Lap (xl—) R
€

x € [0, +0)

NO(x) = (&)

Algorithm 3 Fingerprint Detection
Input: The original database R, the fingerprinted/leaked
database R, the fingerprint K.
Qutput: Fail | Succeed
1 for each Ry[c] excluding primary keys do
2 ey =Kl
3 Gy « Glx, ) U Ri[c] = Ri[e])

4 end for

5 for each group G(x,y) do

6 if x =1 and Mean(G(x,y)) <0 then
7 return False

8 end if

9 if x =0 and Mean(G(x,y)) > 0 then
10 return False

11 end if

12 end for

13 return Succeed

The noise distribution NO is the well-designed Laplace
distribution Lap (%) According to the proof procedure in
Theorem 3, we can conclude that Algorithm 2 satisfies e-entry
level differential privacy.

C. Fingerprint Detection

Fingerprint detection aims at identifying if a database Ra
fingerprinted copy of the database owner’s database R, where
the two databases have the same primary keys and the same
number of records and attributes. Our fingerprint detection is
group-based. We first extract the noise data for each entry by
subtracting the two databases. Note that the two databases are
aligned first based on the primary keys. Based on the group tag
recorded in K or re-generated based on the seed, we calculate
the mean of the noises with the same group tag (x,y). Finally,
we check if the mean of each group with x = 0 is greater
than O and the mean of each group with x = 1 is smaller
than 0. If it is true for all those groups, R is a fingerprinted
copy of R.

1) Correctness: Correctness is the property that if a fin-
gerprint is successfully inserted into a database, it will also
be successfully extracted from that database. Recall that in
Algorithm 1, the value of x indicates the noise is selected
from No,, and all the noises in No; and No, are in ranges
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[0, 4c0) and (—o0, —0], respectively. Thus, the noises marked
with x = 1 are all greater than # and marked with x = 0 are
all less than —6. So their mean must be greater than 0 and
less than 0, respectively. If R is a fingerprinted copy of R and
never be modified, the detection must output succeed.

Note that there is a common unresolved issue in finger-
printing schemes, i.e., the fingerprint does not work when the
database contains a small number of entries. In our scheme,
the group number 2m must be smaller than the total number of
entries in the database, and it will not be secure for databases
with fewer than 2m entries. The schemes proposed in [4], [6],
and [8] also encounter similar issues.

D. False Hit

1) Misprosecution False Hits: As done in previous work
[6], [8], [29], we consider the scenario where a fingerprinted
copy is leaked, and the detection process aims to identify the
traitor among all copyholders. The misprosecution false hit
is defined as the probability that an innocent copyholder is
falsely detected as the traitor.

Our scheme has a low misprosecution false-hit rate because
it relies on group-based detection and the groups for each
fingerprinted copy are determined randomly. In our scheme,
the false hit happens only when the noises of the leaked
copy satisfy the 2m detection conditions of the innocent
copyholder’s fingerprint /C;. Let us first see the probability
for one group, say G(x = 1,y = 1). Assume the first k entries
of the database belong to G(1,1). To satisfy the detection
condition of this group, the noise mean of the first k entries
in the leaked database should be greater than O since x = 1.
Indeed, their noises are selected from (—oo0, +00) based on the
Laplace distribution Lap (%) (Theorem 1). Considering the
p.d.f. of Lap (%) is an even function, i.e., centered at 0, the
actual noise mean of the first k entries in the leaked database is
greater than 0 with a probability of % There is a false hit only
when all the 2m groups satisfy the conditions, the probability
of which is .

2) Misdiagnosis False Hits: A misdiagnosis false hit means
when a fingerprint is detected in a database that does not
contain a fingerprint. In this case, the noise mean of each
group is unknown; thus, by natural assumption, the probability
of the mean of each group being greater or less than 0 is %
Detection succeeds only when all detectable groups satisfy
their detection condition, so the probability of a misdiagnosis
false hit is also 2%

In general, 2m = 128 is considered a secure false hit rate
[28], [29], which means m > 64.

E. Fingerprint Generation and Detection Complexity
Analysis

In the fingerprint generation step (Algorithm 2), for
each entry, we generate the tag (x,y) by calling a PRG
twice and insert Laplace noise. Each entry’s insertion takes
O(2PRG) time, resulting in an overall insertion complexity of
O@2nPRG), where n is the number of entries in the database.

For fingerprint detection, the process involves generating
the tag (x,y) for each entry using the PRG, then extracting

and assigning the noise to a group based on the tag (x,y).
This operation also has a time complexity of O(2nPRG).
After assigning the noise, we calculate the mean noise for
each group. Notably, the sum of the noise for each group
can be accumulated during the assignment, so calculating the
mean for each group takes only O(1) time. Since there are 2m
groups, the time complexity for this step is O(m). Thus, the
total detection time complexity is O(m + 2nPRG).

FE. Sensitivity Setup

In this work, sensitivity is set by the data owner rather
than computed as the global range (max—min) as in traditional
local DP [30], or enforced via clipping to a fixed threshold
C as in DP machine learning [31]. We adopt the metric DP
setting [32], [33], [34], where the privacy guarantee need not
be uniform across all values, enabling a better utility—privacy
trade-off. In our method we add Laplace noise with scale b, so
any neighboring pair with sensitivity A receives differential-
privacy protection with budget ¢ = A/b. This metric-DP
sensitivity choice is standard in DP fingerprinting: [6] lets
the data owner choose the sensitivity, and [4], [S] adopt the
same setting on real datasets. Accordingly, we also adopt the
metric differential privacy (DP) framework, where the data
owner customizes A. We then require e—entry-level DP only
for neighboring databases whose differing entries change by
less than A.

V. ROBUSTNESS ANALYSIS

We refer to the lower bound of probability of each detectable
group G(x,y) satisfying its detection condition under attacks
as the metric of robustness. And we analyze the robustness
under the fixed A and e.

A. Robustness Against Noise Attacks

Our fingerprint detection is group-based, and the detection
succeeds only if all detectable groups satisfy their detection
conditions. Thus, we demonstrate the robustness of our scheme
by showing that the probability of each detectable group
G(x,y) satisfying its detection condition under a noise attack
is high. When subjected to a noise attack, the probability that
each detectable group G(x,y) satisfies its detection condition
Dy, is greater than (1 - V’:l’—e[)zf]) where Var[F] is the variance
of the noise distribution used in the noise attack, n is the
number of the extracted noises in G(x, y). It demonstrates when
n-62is large, the noise robustness is achieved. For the detailed
calculation see Appendix A.

The following lemma reveals n is proportional to the size
of the fingerprinted database.

Lemma 1: Let n be the number of noise data in the
detectable group G(x,y), n is proportional to the number of
entries in the fingerprinted database R. _

Proof: We can calculate the probability of each entry in R
is assigned a group tag (x,y) (x € {0,1},y € [1,m]) equal to
Pr(Ch = x)L = A-L therefore, we can calculate n ~ N-y-A-+,
where N is the number of rows in R, v is the number of
attributes in R, A is Pr(Ch = x), (eq(6)), thus n is proportional
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to N -7, the number of entries in the fingerprinted database R.
The proof is complete.

Pr(Ch=0) = fLap (xl%) dx=A

Iy
Pr(Ch=1)= /Lap (xlé) dx=A (6)
I

A
Pr(Ch = %) = /Lap (x|;) dx=1-2A
L

B. Collusion Robustness Analysis

Collusion robustness refers to the ability to successfully
detect the traitor’s fingerprint from the colluded copy with
a high probability.

Here again, we demonstrate collusion robustness by show-
ing that when detecting the traitor’s fingerprint from the
colluded copy, each detectable group has a high probability
of satisfying its detection condition.

For mean-collusion, we can calculate that the probability of
each detectable group G(x, y) satisfying its detection condition
is greater than (1 - W), where 7, is the number
of copies used in collusion, L is the Laplace distribution
following Lap (%) This shows that given fixed values of n,,
A and € collusion robustness is achieved when 7 - 67 is large
(for detailed calculations, see Appendix B).

For probability-collusion, we can calculate the probability of

each detectable group G(x, y) satisfying its detection condition
. (nf—nf)Var[L]
is greater than (1 — =— 57—

Appendix C).

). (for detailed calculations, see

C. Robustness Against Hybrid Attacks

Since a hybrid attack combines noise and collusion attacks,
its robustness can be inferred from the robustness against these
individual attacks. So we omit the independent robustness
analysis against hybird attack.

D. Collusion False Hit Analysis

We calculate the probability of prosecuting the innocent for
collusion, i.e., the probability of using the innocent fingerprint
K to successfully detect the fingerprint from the colluded
copy. The probability of a collusion false hit is 22% Usually,
when 2m = 128, it is considered false-hit secure (for detailed
calculations, see Appendix D and Appendix E).

E. Robustness Parameter 0

A fundamental question arises: how do we determine the
robustness parameter, 6, to maximize the robustness of the
fingerprint? Referring to the noise-robustness and collusion-
robustness analyses in Appendices A, C, and B, it follows
that robustness is maximized when n6? is maximized, since
for a detection group G(x,y) the lower bound on the detection-
success probability is maximized at the same point.

As per the proof provided in Lemma 1, we have n = N -
y-A-L where A= ["" Lab (x|2) = 1 -e~'% . With y and m

fixed, maximizing n - #* entails finding the extreme point of

e~'s - 6%. This can be achieved by determining the zero point

_be

of its partial derivative, a(ea;ga) =0, yielding 6 = 2- %. Thus,
when 6 =2 - %, n - 62 attains its maximum, thereby achieving
peak robustness.

According to the above analysis, since n ~ N-y-A- % and
the robustness is proportional to n - 6°, we can see that the
robustness is inversely proportional to m. Therefore, we want
m to be minimized while maintaining a low false hit rate, thus

in our experiments, we set m to be 64.

VI. EXPERIMENT AND ANALYSIS

We evaluate the robustness, utility, and performance of our
scheme using real databases. All experiments were conducted
on a single machine equipped with an Intel i7-10750H CPU
(2.60GHz, up to 2.59GHz) and 16.0 GB of RAM, running
Windows 10 OS.

The robustness is evaluated by assessing the recover rate of
the fingerprint when it is subjected to attacks. We evaluate the
utility in two ways. We first measure the mean average error
under different privacy parameters. Second, we train machine
learning tasks with the datasets protected with our scheme and
evaluate the model’s accuracy. For performance evaluation,
we measure the fingerprint generation and detection times.
In this experiment, we did not compare DPFP [4]; instead,
we compared its collusion-resistant version, CRDPFP [5].
CRDPFP is adapted from DPFP, inheriting all its proper-
ties while further enhancing collusion resistance (refer to
Section II-A).

A. Dataset

We conduct experiments on four datasets: the Carbon
Dataset? contains 8,064,821 rows with two continuous
attributes, Latitude and Longitude. The Chess Dataset®
contains 6,101,773 rows with WhiteRatingDiff and BlackRat-
ingDiff. The Traffic Dataset* consists of 87,820,726 rows with
two continuous attributes, Light and Raining. The Survive
Dataset® contains 88,809,775 rows with Age start and Age
end.

For the Carbon, Chess, Traffic, and Survive datasets, we
extracted the continuous attributes and assigned an additional
id attribute as the primary key. Together, these attributes form
relational databases for our study.

B. Robustness Evaluation

As demonstrated in Section V on robustness analysis, the
robustness is proportional to the number of entries in the
database. This relationship motivates us to test the robustness
with datasets of different sizes. Four datasets obtained from
Kaggle with a difference of approximately 4 million entries
are used for this test.

Zhttps://www.kaggle.com/datasets/epa/carbon-monoxide

3https://Www.kaggle.com/datasets/areve]/chess—games

4https://www.kaggle.com/datasets/xxjcaxx/traﬂicsimulator‘.’selectzstreets.csv

Shttps://www.kaggle.com/datasets/louise2001/survival-analysis-synthetic-
data
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1) Parameters Setup: In the robustness experiment, we set
the sensitivity A to 2.5 and the privacy budget € to 1. We set
6 to 2 - % (this setting maximizes the noise robustness and
collusion robustness as discussed in Section IV-B) and set m
to 64. The parameters of the baseline schemes are the same
as ours, and the parameter ¢ in the Gaussian mechanism from
[6] set to 1075,

2) Baselines: We evaluate the robustness with real-valued
data. For a fair comparison, we do not directly compare our
scheme with [4], [5], as their approach projects real-valued
data into intervals, altering the data format and significantly
compromising the utility of the database (refer to Section II
for a detailed explanation). Instead, we compare our scheme
with the method proposed in [8], which serves as the original
version of [4] and [5] and is designed for real-valued data.
Specifically, we evaluate robustness against the two-stage
LSB fingerprinting approach proposed in [8] and the Laplace
mechanism. To achieve this, we embed the fingerprint using
the method from [8] into the least significant bits of the
database after it has been sanitized by the Laplace mechanism.

We also evaluate the robustness of our method against
the state-of-the-art DP fingerprinting scheme, SNFP-DP [6],
which was originally designed for aggregated data (i.e., data
without a primary key). For our experiments, we adapt this
scheme to work with relational data.

3) Alteration Attack: We use the following three alter-
ation attack categories to perform robustness experiments:
bit-flipping attack, noise attack, and deletion attack. For both
bit-flipping and noise attacks, we increase the proportion of
altered entries from 95% to 100% and pick entries randomly.
For the bit-flipping attack, we flipped all the bits of the
picked entry’s fractional part. We employed two kinds of
noise attacks, namely, bounded noise attack by injecting noise
following the uniform distribution U(—1.5, 1.5) and unbounded
noise attack by injecting the noise following the Laplace
distribution Lap(2). For the deletion attack, we randomly
remove 50% to 60% rows from the fingerprinted database.

Robustness is measured by the fingerprint recovery rate,
which is calculated as the number of groups satisfying the
detection conditions divided by the total number of fingerprint
groups. We use this criterion because the two baseline methods
also use group-based detection.

The results in Fig. (3) demonstrate that the fingerprint
recovery rate of our scheme remains 1 across all test cases.
This indicates that, regardless of the number of entries altered
by the attacker, our scheme can successfully detect the finger-
print. Whereas, the two-stage LSBs scheme has low robustness
against both bit-flipping and noise attacks, and the SNFP-DP
scheme has low robustness against noise attacks.

The two-stage LSBs scheme only inserts fingerprints in the
least significant bits (LSBs), which leads to low robustness
against bit-flipping and noise attacks. The low noise robustness
of SNFP-DP is due to its use of variance as fingerprints. The
SNFP-DP scheme first extracts the noise data by subtracting
the fingerprinted data from the original data and then calculates
the variance of the extracted noise data. The detection process
checks whether the variance equals a preset value. Since a
noise attack affects the variance calculation, SNFP-DP has low
noise robustness.

4) Collusion Attack: For the collusion attack, we tested
the robustness of our scheme against both mean-collusion
and probability-collusion attacks (definition 7 8). Again, we
measure the fingerprint recovery rate in different cases where
the number of colluding members increases from 2 to 256.
The experimental results are shown in Fig. (2).

For the mean-collusion attack (Fig. (2) (a)-(d)), our scheme
maintains a recovery rate of 1, even with 256 colluders, which
is much higher than that of the two baseline methods.

For the probability-collusion attack (Fig. (2) (e)-(h)), our
scheme’s recovery rate on the Chess and Carbon datasets
is higher than that of the two-stage-LSBs when the number
of colluders is below 128. However, when the number of
colluders reaches 256, our scheme’s fingerprint recovery rate
starts to decline and falls below that of the two-stage-LSBs.
Nevertheless, such a large number of colluders is impractical
in real-world scenarios. In typical cases, both our scheme
and the two-stage-LSBs demonstrate robustness against the
probability-collusion attack.

On the Survival and Traffic datasets, our scheme achieves
a 100% recovery rate, which is nearly twice that of the two-
stage-LSBs.

The robustness of our scheme against mean-collusion
attacks is a bit stronger than probability-collusion attacks.
The reason is that the mean-collusion robustness decreases
linearly as the number of colluders increases, whereas
the probability-collusion robustness decreases quadratically.
Recall that in Section V, the mean-collusion robustness
is (9(1 - w) and the probability-collusion robust-

n-6?
(n2—nc)-Var[L]

ness is O (1 - P
colluders.

As the figures illustrated, SNFP-DP has low robustness
against collusion attacks, because collusion attacks alter the
Gaussian noise embedded in the fingerprinted copy, resulting
in a change in the noise variance. Since SNFP-DP relies
on detecting the noise variance for fingerprint detection, the
scheme exhibits low robustness against collusion attacks. The
two-stage LSBs method first utilizes Laplace noise to sanitize
the entries of the sensitive database and then embeds the
fingerprint into the LSBs of the sanitized database. Since each
copy is sanitized independently, the fingerprinted value differs,
and the mean-collusion attack alters the LSBs. Therefore,
the two-stage-LSBs method has low robustness against mean-
collusion attacks.

5) Hybrid Attack: The baseline in this experiment remains
the same as that in Section VI-B2. In this experiment, we set
the number of colluders to 8, which is higher than the setting
of 3 used in [5]’s evaluation.

We use Laplace noise drawn from Lap(2) to perform a
hybrid attack. We define collusion-attack-PRE as an attack in
which the attacker applies noise to the fingerprint copy before
the collusion attack. Conversely, collusion-attack-POST refers
to an attack where the attacker applies noise to the colluded
copy after the collusion attack.

The attack results are shown in Fig. (2) (i)-(x). The
results demonstrate that our scheme consistently achieves a
100% recovery rate, whereas the two-stage-LSBs achieve less
than 60%, and SNFP-DP fails to recover any fingerprints
(0% recovery).

), where n,. is the number of
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TABLE I
MEAN, MAE AND MSE

Dawset [ Awibwe [ & [ Meang [ MAEg [ MSEg | Meang | MAEg | MSEg
0.0 37.669 0 0 37.669 0 0
0.5 37.669 0.5 0.5 37.668 0.952 2.001
Carbon | Longitude 1.0 37.668 1.0 2.0 37.668 1.305 35
1.5 37.668 15 4.5 37.669 1.724 5.998
2.0 37.669 2.0 8.0 37.670 2.175 9.498
2.5 37.669 2.5 12.5 37.670 2.642 14.002
0.0 -97.784 0 0 -97.784 0 0
0.5 -97.784 0.5 0.5 -97.783 0.951 2.001
Carbon Latitude 1.0 -97.784 1.0 2.0 -97.783 1.304 35
1.5 -97.785 15 4.5 -97.783 1.722 6.0
2.0 -97.785 2.0 8.0 -97.783 2.175 9.498
25 -97.783 2.5 12.5 -97.784 2.645 14.002
0.0 0.580 0 0 0.580 0 0
0.5 0.580 0.5 0.5 0.581 0.951 2.001
‘White 1.0 0.580 1.0 2.0 0.580 1.306 3.502
Chess . .
RatingDiff 1.5 0.579 15 4.5 0.580 1.724 5.994
2.0 0.581 2.0 8.0 0.583 2.176 9.490
2.5 0.582 2.5 12.5 0.577 2.645 14.002
0.0 -0.367 0 0 -0.367 0 0
0.5 -0.367 0.5 0.5 -0.367 0.951 2.0
Black 1.0 -0.368 1.0 2.0 -0.368 1.305 3.5
Chess . .
RatingDiff [ 1.5 -0.367 15 4.5 -0.368 1.724 6.001
2.0 -0.368 2.0 8.0 -0.365 2.176 9.496
2.5 -0.369 2.5 12.5 -0.367 2.643 13.998
0.0 16.165 0 0 16.165 0 0
0.5 16.165 0.5 0.5 16.165 0.952 2.0
Traffic Light 1.0 16.165 1.0 2.0 16.165 1.305 3.501
- 1.5 16.165 15 4.5 16.164 1.724 5.999
2.0 16.165 2.0 8.0 16.164 2.175 9.502
2.5 16.166 2.5 12.5 16.166 2.644 13.998
0.0 0.49 0 0 0.49 0 0
0.5 0.49 0.5 0.5 0.49 0.951 2.0
Traffic Raining 1.0 0.49 1.0 2.0 0.49 1.304 3.497
1.5 0.49 1.5 4.5 0.49 1.722 6.002
2.0 0.49 2.0 8.0 0.49 2.175 9.505
2.5 0.49 2.5 12.5 0.49 2.645 13.995
0.0 523 0 0 5.23 0 0
0.5 523 0.5 0.5 5.23 0.952 1.997
. 1.0 523 1.0 2.0 5.23 1.305 3.499
Survive Age start
1.5 523 1.5 4.5 5.23 1.724 5.999
2.0 523 2.0 8.0 5.23 2.175 9.502
2.5 523 2.5 12.5 5.23 2.643 14.002
0.0 44.44 0 0 44.44 0 0
0.5 44.44 0.5 0.5 44.44 0.951 2.0
. 1.0 44.44 1.0 2.0 44.44 1.304 3.500
Survive Age end
1.5 44.44 15 4.5 44.44 1.722 5.999
2.0 44.44 2.0 8.0 44.44 2.175 9.503
2.5 44.44 2.5 12.5 44.44 2.645 13.995

The robustness of our scheme against hybrid attacks can
be attributed to its resilience against both noise and collusion
attacks. Since SNFP-DP and two-stage-LSBs exhibit low
robustness against noise and collusion attacks, they also show
low robustness against hybrid attacks.

C. Data Utility Evaluation

1) Parameters Setup: In the data utility experiment, we
fixed the sensitivity A = 1 and varied the privacy budget € from
the set {0.4, 0.5, %, 1, 2}. The robustness parameter 6 was set to
2. %, consistent with the robustness experiment. Our goal was
to compare data utility under the same privacy guarantee, so
we substituted the approximate differentially private Gaussian
mechanism in [6] with the Laplace mechanism, as in our
approach. All other parameters of the baselines are the same
as ours.

2) Mean, Mean Absolute Error and Mean Square Error:
This work focuses on the most commonly used function
mean analysis for data utility. Error measurement is applied
to evaluate the utility of the fingerprinted dataset. The error
is defined as Mean Absolute Error (MAE) [6] and Mean
Square Error (MSE) [35]. Table II presents our experimental
results, where Meanp, MAE, and MS E, denote the mean,
MAE and MSE of the fingerprinted copy processed by our
method, and Meang, MAEs, MS Eg denote the mean, MAE

and MSE of the fingerprinted copy processed by SNFP-DP.
In the table, we calculate the MSE, MAE and the mean of
the fingerprinted database under five different % values. The
results show that the means of the original and fingerprinted
datasets are essentially unchanged. This is because the injected
noise is unbiased and there is no clipping bias from sensitivity
clipping (Section IV-F). Consequently, both our method and
SNFP-DP produce unbiased fingerprinted copies.

3) Baselines: We compare our method to the baseline
method, SNFP-DP, which uses the Laplace mechanism to
achieve the same privacy guarantee as our method. The results
indicate that under the same privacy budget, their method
yields higher MAE and MSE than ours. This is because SNFP-
DP requires adding noise from four Laplace distributions with
different variances to form the fingerprint, necessitating the
addition of more noise than our method due to the parallel
composition theorem [6]. Although MAE and MSE increase
as A/e grows, the data owner can tune the trade-off mechanism
to balance privacy and utility. Given a fixed sensitivity A, the
smaller the privacy budget €, the higher the privacy guarantee,
and the lower the data utility.

The SNFP-DP scheme and our scheme inject unbiased
noise into the original data, making the fingerprinted data an
unbiased estimator of the original. Therefore, both schemes are
capable of unbiased mean analysis. In contrast, the CRDPFP
scheme converts continuous values into intervals, causing the
fingerprinted values to fail as unbiased estimators of the
original values. Thus, the CRDPFP scheme is invalid for
unbiased mean analysis.

4) Machine Learning Models: We also evaluate data utility
for machine-learning tasks. Specifically, we train decision tree
classification, decision tree regression, gradient boosted deci-
sion tree (GBDT) classification, GBDT regression, and SVM
classification on fingerprinted datasets and assess their accu-
racy. We choose SVM, decision trees, and GBDT because they
are commonly used for tabular data [4], [36], [37]. Entry-level
differentially private fingerprinting can be used in the context
of vertical federated learning. In a vertical federated learning
model, each party holds data with the same primary key but
different attributes [15], [38], [39]. For example, two parties
may hold databases consisting of different attributes of a single
relational database: the first party holds the features, while
the second party holds the labels. They aim to jointly train
a machine learning model but, due to privacy concerns, do
not share their data with each other. Entry-level differentially
private fingerprinting is well-suited for this scenario because it
allows the data owner to release the database without revealing
sensitive information. Consequently, if the second party wants
to train a machine learning model, the first party can use the
entry-level differentially private fingerprinting scheme to send
their data to the second party for model training. Therefore, we
consider the machine learning utility in the context of vertical
federated learning, where the data owner sends the sanitized
features to the receiver, and the receiver utilizes the sanitized
features and the labels they hold to train a machine learning
model.

For this experiment, we separately synthesize the binary
and continuous label for datasets mentioned in Section VI-A.
We first synthesize binary labels for classification tasks and

Authorized licensed use limited to: Monash University. Downloaded on August 04,2026 at 06:48:07 UTC from IEEE Xplore. Restrictions apply.



WANG et al.: UNBIASED AND ROBUST PRIVACY-PRESERVING FINGERPRINTING SCHEME 147

continuous labels for regression tasks. We assume that the
receiver holds the labels. Therefore, when embedding a fin-
gerprint, the label part remains intact; we only fingerprint
the remaining part. We extract 10,000 data records from the
synthetic dataset. 80% of the data records are used for training,
and the remaining 20% are used for testing. Baslines. We
compare the utility of our scheme with CRDPFP [5] and
SNFP-DP [6]. To ensure the SNFP-DP scheme provides the
same privacy guarantee as CRDPFP and our scheme, we
replace its originally used Gaussian mechanism [40] with
Laplace mechanism.

The experimental results are summarized in Fig. 4. Pan-
els (a—d) present the prediction accuracy of decision tree
classification; (e-h) show the prediction accuracy of SVM
classification; (i-1) display the prediction accuracy of GBDT
classification; (m—p) present the mean squared error (MSE) of
GBDT regression; and (g—t) show the MSE of tree regression.
For all the tests, we increase the privacy budget € from 0.4 to
2, and “Original” denotes the original dataset. Since CRDPFP
can only process discrete values, it needs to convert data
into discrete intervals and perturb their least significant bits,
as a result, it can only reach a shallow depth for decision
trees thus leading to poor performance in both decision tree
regression and decision tree classification tasks. CRDPFP also
performs worse for SVM, because when transferring the data,
the diversity is lost, preventing a precise hyperplane from
being learned. To get the same privacy guarantee, SNFP-DP
adds significantly more noise than our method, resulting in
worse performance than ours.

D. Performance Evaluation

We test the execution time for fingerprint generation and
detection in both the basic and optimized versions of our
scheme and the results are shown in Fig. 5. The parameter
setup is identical to that used in the robustness experiment.

To ensure a fair comparison, we perform fingerprint
insertion and detection on the same device and use the CSV-
formatted datasets, consistent with the open-science ecosystem
(e.g., Kaggle typically stores tabular data in CSV). To remove
network-latency bias and ensure a fair comparison, we evaluate
on a single device (single server) with local data, although real
deployments often involve downloading data over the Internet.

We randomly select {100000,500000, 1000000, 2000000,
4000000, 8000000} entries from the Carbon dataset to create
six databases of varying sizes, allowing us to evaluate the
generation and detection time of the proposed scheme. We
compare these results with those of [4] and [6]. And our
competitors SNFP-DP [6] and CRDPFP [5]. The generation
and detection in our optimised scheme are slower than those
in our basic scheme due to the PRG, which is a trade-off for
reducing the storage overhead. Note that in our experiment,
the basic version stores all the fingerprints in the memory. In
practice, they might need to be stored on the disk and it takes
a long time to read/write data from/into the disk, which is
true for all PPFS schemes that require storing the fingerprints.
Whereas, our optimised version does not require disk access,
which could outperform the basic version.

Our optimized scheme outperforms [4] and [6] in terms
of fingerprint generation. This is because we do not need to

perform complex seed permutations to generate the fingerprint
string, as required in [6], nor do we need to transform real-
valued data into intervals, as required in [4]. Specifically, when
generating a fingerprint for the 8,000,000-entry database, the
time consumed by [6] is 177% of ours, and the time consumed
by [4] is 141% of ours. The detection time of our optimized
scheme remains nearly identical to [4] and [6], indicating
no performance loss. The experimental results consistently
demonstrate that the time complexity is linear with respect
to the size of the database, which aligns with our analysis
presented in Section IV-E.

VII. CONCLUSION

In this paper, we present a novel differentially private finger-
printing scheme (DPFS) for relational databases. The proposed
DPES is well suited for protecting the privacy and copyright
of shared real-valued relational databases. The novelty of our
approach lies in achieving collusion robustness without rely-
ing on collusion-resistant codes [5], [8], [25], which serve
as the foundation of collusion robustness in current entry-level
schemes [5]. Instead, our scheme achieves robustness through
its own design. The proposed scheme supports unbiased mean
analysis and is robust against various attacks, including noise
attacks, collusion attacks, and hybrid attacks. This addresses
the existing gap in both utility for real-valued databases and
robustness within differentially private database fingerprinting
schemes. Furthermore, we provide an approach to optimize
robustness against these attacks. While hybrid attacks have
not been extensively studied in collusion-resistant code-based
schemes [5], [8], [25], a practical adversary could still launch
such an attack to eliminate fingerprints, making it a real-world
threat model (refert to Section II-B). This consideration makes
our threat model more practical compared to previous works
[5], [8], [25]. We evaluate the utility and robustness of our
scheme, and the experimental results demonstrate our scheme
has stronger robustness and better utility than existing state-of-
the-art differentially private database fingerprinting schemes.

Future work: In this study, we considered the mean col-
lusion attack and probability collusion attack, as these
attacks do not alter the unbiasedness of the fingerprinted
copy. In future work, it would be interesting to extend our
analysis to additional collusion attacks to assess their impact
on fingerprinting robustness. Additionally, we employed the
Laplace mechanism for fingerprinting, as it satisfies the e-
entry-level differential privacy (DP) guarantee. However, the
Laplace noise in our scheme can be replaced with symmetric
Gaussian noise, which could be explored in future research.
Furthermore, investigating methods for generating fingerprints
using non-symmetric, unbiased DP noise presents an inter-
esting direction for future studies.

APPENDIX A
CALCULATION OF NOISE ROBUSTNESS

Pr(Mean(G(1,y)) < 0)
(Rt o)

n
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We only calculate the probability of the detectable group
G(1,y) satisfy its detection condition D;, = Mean(G(1,y)) >
0, since the detection performed on detectable group G(1,y)
and detectable group G(0,y) are dual to (y € [1,m]), the
calculated result is also the probability of the detectable group
G(0,y) satisfy its detection condition Dy, = Mean(G(0,y)) <
0, where Mean(-) is the mean function.

Let the unbiased noise distribution F be the distribution that
the attacker used to generate noise. Let G(1,y) be a detectable
group. Since the noise data in G(1, y) are all generated from the
noise distribution Noj, therefore, each noise in G(1,y) ranges
from [6, 4o0), suppose there are n noise data in G(1,y), let
G(l,y) = {x1,..., x,}, where x;(i € [1,n]) denote the noise data
ranges to [0, +o0). Let G(1,y) = {x; + y1,...,x, + Y.} denote
the group being compromised by the noise attack, where
vi(i € [1,n]) is the i.i.d noise follows the noise distribution F.
Detectable group G(1,y) fails to satisfy its detection condition
only if Mean(G(1,y)) < 0. Based on the above setting, we can
calculate the probability of the detectable group G(1,y) fails
to satisfy its detection condition as follows.

In the above calculation, QL is because the noise distribution
Noj ranges to [0, 400), @ is because F is unbiased, Q@ can be
obtained by the Chebyshev’s inequality.

The calculation gives a probability bound of each detectable
group fails to satisfy its detection condition, for each detectable
group G(x,y)(x € {0, 1},y € [1,m]), the probability of the fails
to satisfy its detection condition is less than %, which
indicate for each detectable group G(x,y) the probability to
satisfy its detection condition is greater than (1 — Y1F1) The
calculation is completed.

APPENDIX B
CALCULATION OF MEAN-COLLUSION ROBUSTNESS

Pr(Mean(G(1, y)) < 0)
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The collusion robustness calculation is similar to the noise
robustness calculation performed in Appendix A, we only
calculate the probability of the detectable group G(1,y) satisty
its detection condition D, = Mean(G(1,y)) > 0, since the
detection performed on detectable group G(1, y) and detectable
group G(0,y) are dual (y € [1,m]), the calculated result is
also the probability of the detectable group G(0,y) satisfy its
detection condition Dy, = Mean(G(0,y)) < 0, where Mean(-)
is the mean function. — .

Let R be the copy colluded by {Rl, ..., R*}, suppose the
fingerprint K, is used to detect the fingerprint from R, where
K, is the fingerprint of the copy R’ which is used to perform
collusion attack (R’ {R1 R”c 1. Suppose there are n
noise data in G(1,y), let G(1,y y) = {z1,..., 2y}, according to

the collusion procedure we can get z; = ’n' “, where [;;
is the noise that follows the unbiased distribution Lap (%),
for each extracted noise z; € G(1,y) there is an [;; generated
by the noise distribution Noy (eq (1)), l;; > 6, we rewrite
c ll ne ]l
= Rl g - T

"l ne

%, where L; is the noise greater

than 6, let the distribution of the random variable Z"' Y be

C since each [;; follows the unbiased distribution Lap( )

the distribution C is also unbiased, and the variance of C is

2n~1)-(2)’ : .
e At last, we rewrite z; as z; = ¢; + L, where ¢; ~ C,

L is the noise larger than —=. We now calculate the probability
of the detectable group G(l y) = {z1,...,2,} fails to satisfy
its detection condition. G(1,y) fails to satisfy its detection
condition only if Mean(G(1,y)) < 0, where the Mean(:) is
the mean function.

L . od
The calculation is shown above. Among the calculation @

is because, the noise L;(1 > i > n;) are greater than g. oF is

because c¢;(1 > i > n) is the i.i.d noise follows the unbiased

noise distribution C, D is because the Chebyshev’s inequality.

@ is because Var[C] = M

The calculation gives a probability bound for each
detectable group G(x,y)(x € 0,1,y € [1,m]) fails to satisfy
its detection condition. For each detectable group G(x,y)(x €
{0, 1}, y € [1,m]), the probability of failing to satisfy its detec-

VLU[C] 2(’1(»—1)'(%)2

(ney*
n Z

tion is less than , by replacing Var[C] with

. 2ne
we can have a more detailed bound (ne= )( ) , thus for each

detectable group, the probability of satisﬁng its detection

2(ne

ce 1
condition is greater than (1- ﬁ) the calculation is

complete.

APPENDIX C
CALCULATION OF PROBABILITY-COLLUSION ROBUSTNESS

The probability-collusion robustness calculation is
similar to the calculation of both the noise robustness
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(Appendix A) and the mean-collusion robustness
(Appendix B), we only calculate the probability of the
detectable group G(l,y) satisfy its detection condition
Dy, = Mean(G(1,y)) > 0, since the detection performed on
detectable group G(1,y) and detectable group G(0,y) are dual
to (y € [1,m]), the calculated result is also the probability
of the detectable group G(0,y) satisfy its detection condition
Dy, = Mean(G(0,y)) < 0, where Mean(-) is the mean
functiop\. ~ .

Let R be the copy colluded by {Rl, ..., R*}, suppose the
fingerprint /C, is used to detect the fingerprint from R, where
K, is the fingerprint of the copy R’ which is used to perform
collusion attack (R’ {R1 R”‘ }). Suppose there are n
noise data in G(1,y), let G(l,y) S E ST S VTN, I X
where x;(1 < i < ny) is the real number larger than 6,
yi(l <i < n-ny)is the i.i.d noise follows unbiased Laplace
distribution L. We next calculate the probability of the group
Gfl,\y) fails to satisfy it’s detection condition De(1,y).
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The calculation is shown above. Among the calculation ©

. . . 2
is because, the noise x;(1 > i > n;) are greater than 6. @ is
because y;(1 < i < n—ny) is the i.i.d noise follows the unbiased

(3)
noise distribution Lap (%) < is because the Chebyshev’s

. . 4) . 5) . .
inequality. @ is because y; follows L. = is because according

to the procedure of probability-collusion attack, about ni

entries of the probability-collusion database R are come from
R’, the database with fingerprint /C, on it. Therefore, about
i noise in G(1,y) = {xi,.. s Xny>V1s -« > Ynon, } are come from
R’, that is n; = .

The calculation gives a probability bound for each
detectable group G(x,y)(x € 0,1,y € [1,m]) fails to satisfy
its detection condition. For each detectable group G(x,y)(x €
{0,1},y € [1,m]), the probability of failing to satisfy its
detection is less than ("2_",')#, thus for each detectable

group, the probability of satisfing its detection condition is
(n2=nc)Var[L]

greater than (1 - p

), the calculation is completed.

APPENDIX D
CALCULATION OF MEAN-COLLUSION FALSE HIT

The notations used in Appendix B are still used in this cal-
culation. Suppose K; (the fingerprint of the innocent) is used
to detect fingerprints from the collusion database R, each noise

Z]ll/

z;, which is extracted from R can be represent as , where

l;j is the noise that follows the unbiased dlstrlbutlon Lap( )
and the p.d.f. of Lap ( E) is an even function, therefore, each
l;,j has an equal probability % of being greater than or less than
0, thus the extracted noise has an equal probability % of being
greater than or less than 0, recall that each detectable group
G(x,y) contains the extracted noise, therefore the probability
of Mean(G(x,y)) > 0 or Mean(G(x,y)) < 0 equals 1, where
Mean(-) is the mean function, i.e., for each detectable group
G(x,y), the probability to satisfy its detection condition D,
equals % Since detection succeeds only if all detectable groups
G(x,y)(x € {0, 1},y € [1,m]) satisfy its detection condition, we
can have Pr(collusion—false — hit) = The calculation is
completed.

22/11 .

APPENDIX E
CALCULATION OF PROBABILITY-COLLUSION FALSE HIT

The notations used in Appendix B are still used in this
calculation. Suppose K; (the fingerprint of the innocent) is
used to detect fingerprints from the collusion database R,
each noise z;, which extracted from R. According to the
probability-collusion procedure, the noise z; follows the unbi-
ased distribution Lap (%) and the p.d.f. of Lap (%) is an
even function, therefore, each z; has an equal probability
% of being greater than or less than 0, thus the extracted
noise has an equal probability % of being greater than or less
than 0, recall that each detectable group G(x,y) contains the
extracted noise, therefore the probability of Mean(G(x,y)) >0
or Mean(G(x,y)) < 0 equals 5> Where Mean(-) is the mean
function, i.e., for each detectable group G(x,y), the proba-
bility to satisfy its detection condition D, equals % Since
detection succeeds only if all detectable groups G(x,y)(x €
{0,1},y € [1,m]) satisfy its detection condition, we can have
Pr(collusion— false — hit) = 2+m The calculation is completed.

APPENDIX F
PROOF OF COMPOSITION THEOREM 1

The composition theorem is central to differential-
privacy—based definitions: it quantifies how privacy guarantees
degrade when an adversary observes multiple DP outputs from
the same dataset, i.e., it bounds the cumulative privacy loss
under repeated releases. We prove the composition theorem
to show how privacy loss degrades when using entry-level
fingerprinting to release multiple fingerprinted copies; since
the randomness in our release is independent each time, we
treat each mechanism’s output as independent.

Proof: We adopt the setting of Theorem 2. Let M, and M,
be entry-level differentially private mechanisms with privacy
budgets € and &, respectively. Denote their outputs by R; and
R,. We show that the composite mechanism M := (M, M,)
satisfies (€] + €)—entry-level DP.

PrM®)) = R, Ry))
PrOM(R) = (R1.Ry))
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In the equation, =
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@ PrMi(R) = Ry) - PMa(R) = Ry)

"~ Pr(M(R) =R)) - PKM,(R') = Ry)

2
=€ + &

(10)

@ expands the probability using the joint

mechanism M = (M, M>), and 2 follows from the defi-
nition of e-entry-level DP. This completes the proof.
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